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India: Surveillance of activists and journalists using spyware is gross violation of
human rights

(Kathmandu/ Bangkok, 4 November 2019) — The Asian Forum for Human Rights and Development
(FORUM-ASA) is deeply concerned over reports that journalists and human rights activists have been spied
up and surveilled through the use of highly sophisticated spyware, Pegasus.! Pegasus, developed by an
Israel-based technology firm, NSO Group, can gain access to the camera, microphone, files, photos, and
even encrypted messages and emails on a mobile phone once installed. Supposedly, a flaw in WhatsApp
was exploited to install the spyware of unsuspecting targets.

The Government of India has demanded a detailed response from WhatsApp. However, since then it has
become evident that WhatsApp had actually submitted reports to the Government related to this matter
on two occasions, both in May and in September. The Government responded by stating these reports
were pure ‘technical jargon’.2

It is reported that the spyware was used to target around 1,400 users globally over a two-week period in
May 2019, including 41 Indians, among whom are journalists, lawyers, activists, scholars and civil society
representatives.® Several activists have reported they received calls from unknown numbers on
WhatsApp.*

While there is no concrete confirmation as to who utilised the spyware yet, according to the NSO Group
itself, they only sell the spyware to Governments ‘to help them fight terrorism and serious crime.”® The
Indian government has denied purchasing or plans to buy Pegasus software from NSO Group.®

FORUM-ASIA believes that the use of spyware is a serious violation of human rights, particularly when
used against critical voices, such as those of journalists and human rights defenders. These tactics seem
to allude to the further criminalisation of human work activities and increases the vulnerability of people
critical of Government.

The freedom of expression, under article 19 (a) and the right to privacy, under article 21, are guaranteed
under the Constitution of India. They are also natural rights and recognised as such in the human rights
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5 https://www.buzzfeednews.com/article/pranavdixit/an-unidentified-government-spied-on-dissidents-in-india

5 https://www.indiatoday.in/india/story/government-pegasus-spyware-nso-group-1614951-2019-11-01

S.P.D Building 3rd Floor, 79/2 Krungthonburi Road, Khlongtonsai, Khlongsan, Bangkok 10600, Thailand
Tel: +66 (0) 2 108 2643-45 Fax: +66 (0) 2 108 2646
Website: www.forum-asia.org, Email: info@forum-asia.org



FORUM-ASIA Asian Forum for Human Rights and Development

Asian Solidarity and Human Rights for All

law. On 24 August 2017, a nine-judge bench of the Supreme Court of India ruled unanimously that all
citizens of the country have a fundamental right to privacy.’

Conversations and exchanges on mobile phones through messaging applications, emails, or text messages
between two or more individual are a subject of privacy, and the tapping or surveilling of such
communications is an infringement on a person’s privacy and freedom of expression.

FORUM-ASIA urges the Government of India to sincerely investigate this matter and take immediate
measures to ensure the safety, security and privacy of its citizens, and protect the right to free expression.

About FORUM-ASIA:

FORUM-ASIA is a regional human rights group with 81 member organisations in 21 countries across Asia.
FORUM-ASIA has offices in Bangkok, Jakarta, Geneva and Kathmandu. FORUM-ASIA addresses key areas
of human rights violations in the region, including freedoms of expression, assembly and association,
human rights defenders, and democratisation.

For further information, please contact:

- South Asia Programme, FORUM-ASIA, sa@forum-asia.org

7 https://www.news18.com/news/india/right-to-privacy-fundamental-right-supreme-court-constitution-bench-
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